
 

1 

 

Policy Title Password Creation Standards Policy 
Policy Number 8011 

Category Technology (8000s) 
Applicability College-wide 

Responsible Office Information Technology Services 
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¶ Best Practices



https://sunysuffolk.sharepoint.com/:b:/s/CollegePoliciesforEmployeeAccess-TechnologyPoliciesforEmployeeAccess/EZQL5fI76xxHjeZW9eOrHeEBJ20Sk-jmqZny421DTTX1tA?e=FxOrVT
https://sunysuffolk.sharepoint.com/:b:/s/CollegePoliciesforEmployeeAccess-TechnologyPoliciesforEmployeeAccess/EZQL5fI76xxHjeZW9eOrHeEBJ20Sk-jmqZny421DTTX1tA?e=FxOrVT
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¶ Password change frequency requirements are withheld from the public-facing version of this policy.7 
 
Some systems may require slightly different rules; any System specific rules will be available through 
the system login page. 
 

VII. Related Administrative Procedures 
 

¶ Policy and Procedures on Access Control and Password Security 

¶ College Encryption and Key Management Standard  
 

VIII. Cross-References 

 

¶ Information Technology Policies and Guidelines for Faculty, Staff and Administrators 

¶ Employee Email and Cell Phone Policy 

¶ Information Technology Policies and Guidelines for Students 
 

IX. References 
 

¶ Middle States Commission on Higher Education (MSCHE) Standards IV, VI 

¶ SUNY Information Security Policy and Information Security Guidelines 
 

X. History / Revision Dates 
 
Adoption Date:   November 3, 2009 
Revised:  July 13, 2015 
Revised: September 16, 2024, effective January 6, 2024 (President’s Cabinet) 

                                                 
7 See FN 4. 
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